
Information Assurance/Protection ManagerPosition Summary:The candidate will be responsible for overseeing the protection and management of risk to Apple’s intellectual property in the Asia-Pacific region.  Position will reside in Shanghai, China and require travel throughout the region.The individual will manage and perform security assessments at third party/internal site, as well as, ensure compliance with organizational specific policies and requirements. The ideal candidate has the ability to technically assess general system, process, and physical security configurations and implementation. The candidate will have had prior experience working with a wide variety of technologies used to monitor and maintain security in large-scale enterprises utilizing industry best of breed tools and information assurance best practices.The individual must also be skilled at performing end-to-end investigations where control-risk mitigation methodologies are not present.Essential Skills- Manage large-scale risk/security assessment projects to validate and remediate perceived risks- Design sustainable strategies and measurement systems to ensure that risk mitigation requirements are repeatable- Develop and nurture trusted relationships with internal and external business partners- Experience developing and providing information and physical security awareness programsQualifications:- M.S. in Information Assurance/Security- CISA is required- CISSP preferred- Strong understanding of ISO 27001 and information and physical security best practices- Experience leading a team of information protection specialists- 5+ years of general security audit experience- Solid understanding of COBIT and enterprise risk management methodologies- Proven experience proposing large scale corporate solutions to mitigate risk via general security controls- Strong understanding of the digital end-to-end investigation methodology- Solid project management skillsInterested parties should contact Don Shruhan via shruhan@apple.com




